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ETSI Web server (https:/ipr.etsi.org/).
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Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
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Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Secure Element Technologies
(SET).

The contents of the present document are subject to continuing work within TC SET and may change following formal
TC SET approval. If TC SET modifies the contents of the present document, it will then be republished by ETSI with
an identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x  thefirst digit:
0  early working draft;
1  presented to TC SET for information;
2  presented to TC SET for approval;
3 orgreater indicates TC SET approved document under change control.

y  thesecond digitisincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.
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Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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1 Scope

The present document describes the SPI interface for the communication of an SSP, as defined in ETSI
TS 103 666-1 [1] using the SCL protocol.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto a TC SET document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.
[1] ETSI TS 103 666-1: "Smart Secure Platform (SSP); Part 1: General characteristics'.

2] ETSI TS 102 613: "Smart Cards; UICC - Contactless Front-end (CLF) Interface; Physical and data
link layer characteristics'.

[3] ISO/IEC 13239: "Information Technology -- Telecommunications and information exchange
between systems -- High-level Data Link Control (HDLC) procedures”.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto a TC SET document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 102 216: "Smart cards; Vocabulary for Smart Card Platform specifications”.

ETSI
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3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in ETSI TR 102 216 [i.1] and the following apply:

data transfer: information exchange during an SPI access between the master and the slave with SPI_MISO driven by
the slave and SPI_MOSI driven by the master while the master istoggling the SPI_CLK signal

flow control: mechanism of the Data Link Layer that consists of methods applied by the transmitter in order to send at
any time a number of logical data units that can be accepted by the receiver

frame: link layer data structure consisting of a prologue or frame header, payload and epilogue or trailer usually
containing the CRC bytes

MAC accessrequest: request from the slave to the master for a datatransfer, i.e. aMAC phase initiated by the slave
MAC phase: initiation of a data transfer by the master and/or request for a data transfer by the dave

SPI access. SPI_NSS assertion by the master, if not already asserted in the MAC phase, followed by SPI_CLK start for
transferring a certain number of bytes according to the SPI master configuration

NOTE: The number of bytes transferred during an SPI accessis always the same in both directions on SPI_MISO
and SPI_MOSI and is also referred to as access length.

window size: maximum number of logical data units that can be sent from the transmitter to the receiver without any
link layer acknowledgements for any of these data units

window size dot: fixed space used by the slave in the receive buffer for the logical data units

NOTE: Thelength of awindow size dot equalsthe DataLink Layer MTU.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

A Asserted

AC Alternating Current

ACT ACTivation

CLF ContactL ess Frontend

CLT ContactLess Tunnelling

CMD Command

CPHA Clock Phase

CPOL Clock Polarity

CRC Cyclic Redundancy Check

D Driven (either Low Level or High Level)

DA De-Asserted

DC Direct Current

Hiz High Impedance

I Input Ignored

IL Input Listened

10 I nput/Output

IOH High Output Current (Output current corresponding to VOH)
IOL Low Output Current (Output current corresponding to VOL)
ISO International Organization for Standardization

LLC Logical Link Control

ETSI
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LPDU
MAC
MAX
MCT
MIN
MISO
MOSI
MSB
MTU
NSD
oD
oSl
POT
RFU
ScL
SHDLC
SPI

SS MI
SS MO
ss sl
SS SO
Ssp
Swp

NOTE:

uicC
VDD
VIH
VIL
VOH
VOL

Link Protocol Data Unit
Medium Access Control
Maximum

MAC aCTivation

Minimum

Master Input Slave Output
Master Output Slave Input
Most Significant Bit
Maximum Transmission Unit
Non-Significant Data

Open Drain

Open System Interconnection
Power-On Time

Reserved for Future Use

SSP Common Layer

Simplified High Level Data Link Control

Serial Peripheral Interface

Slave Select Master Input signal
Slave Select Master Output signal

Slave Select Slave Input signal

Slave Select Slave Output signal

Smart Secure Platform
Single Wire Protocol

Asdefined in ETSI TS 102 613 [2].
Universal Integrated Circuit Card

Supply Voltage

High Input Voltage (Input Voltage for High Logic Level)
Low Input Voltage (Input Voltage for Low Logic Level)
High Output Voltage (Output Voltage for High Logic Level)
Low Output Voltage (Output Voltage for Low Logic Level)

ETSI TS 103 713 V17.1.0 (2023-02)

4

Introduction

The Seria Peripheral Interface (SPI) isaserial synchronous full-duplex communication interface between a single
master and one or more slaves present on the same SPI bus, each slave being selected at one time by a dedicated
SPI_NSSsignal. This clause defines the physical, MAC and data link layers for the SPI interface.

In this clause the terms master and slave refer respectively to the terms master SPI and slave SPI.

5

SCL Under-Layers Protocol Stack

Figure 5.1 illustrates the protocol stack below the SCL supporting the SPI interface.

ETSI
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SCL

g /7 “\
g ! \
LINK LAYER 2 |
Q . . |
o} L | Link Control and SHDLC
(RELIABILITY and DATA 2 | ogicaLink L-ontrotan !
FLOW CONTROL) < /
5 <
Q| Fomsoooommmme-
o | |
Al ( MAC )I ( MAC )
! I
' |
' |
! I
! I
! |
FRAMES : SPI |
. | Other Physical Layer
TRANSPORT : Physical Layer : Y Y
|
{ l
\\ _______________ //
Figure 5.1: Protocol stack for SPI Interface
6 Electrical interfaces
6.1 Introduction

In the clauses below, different implementations of SPI interface are defined. These implementations allow bi-directional
communication and the possibility for the slave to initiate communication with the master when it has data available
thus avoiding the necessity for continuous polling to be performed by master.

Slave may initiate communication to send a command without a prior command from master.

6.2 Physical interface with 5 signals

Figure 6.1 illustrates the SPI electrical interface using 5 signals.

7~

MASTER

~

/

VliD

A

SPI_MISO

SLAVE

SPI_MOSI

SPI_CLK

\ 4

SPI_NSS

\ 4

A

SPI_INT

\ 4

VSS

1

%

Figure 6.1: SPI electrical interface with 5 signals
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This SPI interface describes two sets of signals:
. The generic and legacy SPI interface using the 4 signals:
- SPI_MOSI (Master Output Slave Input);
- SPI_MISO (Master Input Slave Output);
- SPI_CLK (clock);
- SPI_NSS signal used for the selection of a Slave Endpoint among N slaves sharing the same bus;
SPI_MISO, SPI_MOSI and SPI_CLK can be shared between several SPI slaves present on the same SPI bus.

e  TheSPI_INT signal allows the slave to initiate a MAC access request in order to notify the master to start a
data transfer.

SPI_INT isdefined as an edge-triggered interrupt. It is asserted on the rising edge of the signal.

SPI_NSSis considered active or asserted at low voltage level.

6.3 Physical interface with 4 signals

Figure 6.2 illustrates the SPI interface using 4 signals, bi-directional SPI_NSS.

/ MASTER \4 LMIsO / SLAVE \
SPI_MOSI -
SPI_CLK -
VDD
ss_Ml . . 55l
SPI_NSS
$5_MO e
47
VSS
VSS
N / N /

Figure 6.2: SPI electrical interface with 4 signals, bi-directional SPI_NSS
The SPI interface with 4 signals describes two sets of signals:

. The three generic and legacy SPI signals as SPI_MOSI (Master Output Slave Input), SPI_MISO (Master Input
Slave Output) and SPI_CLK (clock). These signals can be shared between several SPI daves as abus.

. The SPI_NSS (Negative Slave Select) signal used for the selection of a dave endpoint among N slaves sharing
the same bus and for the slave to initiate a MAC access request to notify the master to initiate a data transfer.

SPI_NSSis considered active or asserted at low voltage level. SPI_NSS requires a bidirectional 10 implementing an
Open Drain (OD) interface for both master and slave. This configuration allows driving the SPI_NSS signal to low
voltage level by both master and slave without electrical conflict.

A pull-up resistor keeps SPI_NSS at high state level (i.e. idle state) when SS MO and SS_SO are not asserted. The
SPI_NSSsignal is at low state when either SS MO or SS_SO are asserted.

NOTE: The current industry de-facto SPI specification defines SPI_NSS signal as unidirectional, driven by the
master. However, in the present document the SPI_NSS in the 4 signals configuration is bidirectional.

ETSI
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Table 6.1: Definition of the signals
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Signal Description
SS_MO |Internal master output signal for SPI_NSS assertion. SS_MO is at high state level for generating a
SPI_NSS signal assertion (i.e. low level state)
SS_SO |[Internal slave output signal for SPI_NSS assertion. SS_SO is at high state level for generating a SPI_NSS
signal assertion (i.e. low level state)
SS_MI |Internal master input signal indicating SPI_NSS status. SS_Ml is at high state level when the SPI_NSS
signal is not asserted
SS_SI Internal slave input signal indicating SPI_NSS status. SS_SI is at high state level when the SPI_NSS signal
is not asserted
SPI_NSS |SPI_NSS signal: low state level when asserted
6.4 Electrical characteristics
6.4.1 DC characteristics

The SPI Electrical specification interface is defined for VDD operational voltage classes B and C asdefined in ETSI
TS 103 666-1 [1], clause 6.2.2.3. An implementation shall support at least one of these voltage classes.

NOTE: The negotiation of the voltage class between the master and the dave is not defined in the present
document.
Table 6.2: DC characteristics for operational voltage class B
Parameter Symbol Min Max Unit | Note/Test condition
Input high voltage VIH 0,7 x VDD VDD + 0,3 \
Input low voltage VIL -0,3 0,3 x VDD \Y
Output high voltage VOH 0,9 x VDD VDD \% IOH =-100 uA
(see note 2)
Output low voltage VOL 0 0,1 x VDD \% IOL=1,0 mA
(see note 2)
SPI_NSS Low Level Output current IOL -1 - mA VOL=0,3V
(see note 1)
Maximal SPI_NSS line capacitance Cl - 20 pF
(see note 1)

NOTE 1: Applicable for the physical interface with 4 signals.
NOTE 2: To allow for overshoot, the voltage on I/O shall remain between -0,3 V and VDD + 0,3 V during dynamic

operation.
Table 6.3: DC characteristics for operational voltage class C
Parameter Symbol Min Max Unit | Note/Test condition
Input high voltage VIH 0,7 x VDD VDD + 0,3 vV
Input low voltage VIL -0,3 0,3 x VDD \Y
Output high voltage VOH 0,9 x VDD VDD \% IOH = -100 uA
(see note 2)
Output low voltage VOL 0 0,1 x VDD \Y IOL=1,0 mA
(see note 2)
SPI_NSS Low Level Output current  |IOL -1 - mA VOL=0,3V
(see note 1)
Maximal SPI_NSS line capacitance |ClI - 20 pF

(see note 1)

operation.

NOTE 1: Applicable for the physical interface with 4 signals.
NOTE 2: To allow for overshoot, the voltage on 1/O shall remain between -0,3 V and VDD + 0,3 V during dynamic

The value of theresistor R in figure 6.2 shall be selected for a resultant maximum current lower than or equal to the

minimum between the absol ute |OL values of the master and the Slave.
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6.4.2 Data transfer mode, AC characteristics
The SPI interface shall implement the SPI mode 0 according to the industry de-facto SPI specification.
SPI mode 0 is determined by CPOL = 0 and CPHA = 0 where:

. CPOL.: definesthe SPI_CLK idle state.

e CPOL =0impliesthat the SPI_CLK isat input low voltage whileit isidle.

. CPHA: defines the data sampling time.

. CPHA = 0 impliesthat data sampling is done on the rising edges of the SPI_CLK for both SPI_MISO and
SPI_MOSI.

SPI_NSSis considered active or asserted at low voltage level.

Data availability timings with reference to SPI_CLK are shown in figure 6.3.

| L1 C——
:“” tewn > —tew >
\
: [ VIH ‘
SPI_CLK y ‘
: - |

I |

| | ; J
SPI_MM<:>< | DATAVALID >< >< DATAVALD | >< —
| ‘ ; ‘

Q—tgd>‘€ ty—>

\

| l

[ \

SPI_MOSI} ><DATA VALID x} ><DATA VALID>< [
\

| ! |

1
|
|
|

i tess—
SPl_N;\ /! \

Figure 6.3: SPI timing diagram
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Table 6.4: AC characteristics for voltage classes B and C (SPI Slave, Mode 0: CPOL =0, CPHA =0)

Symbol Definition Value
(MIN values unless MAX specified)
Max SPI_CLK is specified by Slave

fCLK |SPI_CLK frequency at initialization in MCT _READY
tCLKL SPI_CLK low time 0,45 x tCLK
tCLKH  [SPI CLK high time 0,45 x tCLK
tSU Data setup time to clock rising edge 5ns
tH SPI_MOSI hold time/Data hold time to clock rising edge 3ns
tHO SPI_MISO hold time/Output hold time to clock falling edge 0ns
tCSS SPI_NSS setup time (class C) 63 ns
tCSS SPI_NSS setup time (class B) 33 ns
tCSH Hold time clock falling edge to SPI_NSS inactive 0,5 x tCLK
tCS SPI_NSS inactive time (class C) 60 ns
tCS SPI NSS inactive time (class B) 30 ns
tCSV SPI_MISO valid delay time from SPI_NSS active (class C) 58 ns (MAX)
tCSV SPI_MISO valid delay time from SPI_NSS active (class B) 28 ns (MAX)
tV SPI_MISO valid delay time from clock falling edge 8,93x('tvlcl|'_\2|_ (MAX)
tCSDO SPI_MISO Output disable time from SPI_NSS inactive 0 ns (MIN)

(class C) 60 ns (MAX)
tCSDO SPI_MISO Output disable time from SPI_NSS inactive 0 ns (MIN)

(class B) 30 ns (MAX)

The valuesindicated in table 6.4 are reference values for generic SPI slaves. If the concrete slave device supports better
timing parameters, a system design may choose to configure the master for these timing values in order to achieve
better performance.

6.5 Slave state

6.5.1 Slave state definitions
The slave shall be in one of the following states:
Initial state:

The dave enters this state as soon asit is powered on and VDD isvalid or after areset. In this state, the daveis not
initialized and the SPI module is not ready to send or receive any data. The master shall not perform any SPI access
while the daveisin this state.

After the POT time, following VDD valid or areset, the slave shall transition to the state configured/de-sel ected.
Configured state:
The dlave in configured state has two sub states:

. De-selected sub-state; In this state, the slave SPI moduleis enabled, i.e. it shall not ignore SPI_NSS assertion
by master and shall be ready for an SPI access. SPI_NSS is not asserted by the master. As a consequence, the
dlave shall have SPI_MISO in high impedance and shall ignore both SPI_CLK and SPI_MOSI. In an
implementation with 4 signal interface, SPI_NSSis not asserted by the slave.

In this state, the slave is waiting for a master access. The slave will also be in this state after issuingaMAC
access request, until the master generates an access for the data transfer.

From this state, the slave shall enter into one of the states: configured/selected, pro-active or power saving
mode; or initial in case of areset.

. Selected sub-state: In this state, the master has asserted the SPI_NSS during the MAC phase and data transfer
phase.
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The slave SPI moduleis enabled, i.e. it shall not ignore SPI_NSS assertion by the master and shall not ignore
SPI_CLK and SPI_MOSI. SPI_MISO is not in high impedance.

From this state, the dave shall enter into one of the states: configured/de-selected or pro-active; or initial in
case of areset.

Pro-active state:

This state is entered by the slave when data need to be sent. The dave issues a MAC access request by asserting the
SPI NSSor SPI_INT. The slave enters this state for the duration of T2, as described in clauses 7.2.3.2 or 7.2.4.3. The
dave exitsthis state on its own after T2, regardless of the input signals states driven by the master:

. For the 4 signal interface:

The slave shall haveits SPI module disabled, i.e. all input signals shall beignored and SPI_MISO shall bein
high impedance. The dave asserts SPI_NSS.

It isimplementation-dependent if the slave SPI module keeps its internal configuration during T2 duration or
requires a (partial) re-configuration when exiting this state, which has to be performed within T1 Slave Ready
Time reported to the master.

. For the 5 signal interface:
The dave SPI module needs not to be disabled.

It isimplementation-dependent if the slave SPI module keepsitsinternal configuration during T2 or needs a
(partial) re-configuration when exiting the pro-active state, which has to be performed within T1 Slave Ready
Time.

For both the 4 signal and 5 signal implementations, the slave shall transition from the pro-active state to:

o the state configured/de-selected if only the dave generated a MAC access request and the master did not
initiate any MAC phase simultaneously;

. the state configured/sel ected when both the master and the slave generate a MAC phase simultaneously;
. theinitial state in case of areset.
Busy state:

Thisisan optional state applicable only for the case of the 4 wire interface. It isimplementation-dependent if the slave
SPI module keepsitsinternal configuration and/or stays enable during this state.

This state is entered by the slave when the slave performs the optional slave driven flow control by keeping SPI_NSS
asserted following the configured/selected state, as described in clause 7.2.4.5.

From this state the slave shall enter the configured/de-selected state.
Power saving mode state:

This state is entered by the dave to reduce the power consumption. Entry and exit conditions are described in
clause 7.8.

The dlave shall transition from this state to the state configured/selected after the master has resumed the slave; or to the
initial statein case of areset.

6.5.2 Slave state diagram

Figure 6.4 shows the diagram of the slave states.
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Figure 6.4: Diagram of the slave states

NOTE 1: For the sake of readability, the transitionsto the initial state if areset occurs are not shown.

NOTE 2: Additional information on slave state is provided in annex A.

7 Data Link Layer

7.1 Overview

Clause 9.1in ETSI TS 102 613 [2] shall apply.

7.2 MAC Layer

7.2.1 Overview

The MAC phaseistheinitial handshake phase between the SPI master and the SPI slave followed by the SPI data
transfer phase.

7.2.2  Timing

7.22.1 Timing definitions

Table 7.1 describes the timing parameters of the MAC layer. In addition to these MAC timings, the timing requirements
listed in AC electrical characteristics shall apply for all MAC diagramsin the following clauses.
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Table 7.1: MAC timing parameters

Symbol Definition Value (min)/ Description
Reference
T1 Slave Ready Time Reported in MAC phase time prior to data transfer start.
MCT_READY This time is the maximum time needed for the SPI slave

to be ready for the data transfer and is reported in
MCT_READY.

T2 Slave Request Time 1lus SPI_NSS or SPI_INT assertion min pulse width.

T3 Slave Resume Time from |Reported in Time from SPI_NSS assertion by master for slave

power saving mode MCT_READY resume to data transfer start.

T3 value shall be used by master in MAC phase instead
of T1 when the slave is in power saving mode.

T4 Inactivity time Negotiated using the [Inactivity period for entry into power saving mode (ms)
(see note) MCT_MASTER_REQ |as defined in clause 7.8.2.1.

and MCT_READY
T5 Master Ready Time Reported in The SPI master MAC phase time needed after T1 prior

MCT_MASTER_REQ |[to the data transfer start.

This additional delay time after T1 is needed by the SPI
master to be ready for a data transfer and is reported in
MCT_MASTER_REQ.

T6 Master Resume Time Reported in The SPI master time delay prior to the data transfer
from power saving mode [MCT_MASTER_REQ |start, when the SPI master is resuming from power
saving mode.

This time period is needed by the SPI master to be
ready for a data transfer and is reported in
MCT_MASTER_REQ.

T7 Maximum delay time Reported in Maximum delay time requested by the slave after T1
MCT READY until the SPI master starts the data transfer.
T8 Master MAC access Reported in Time required by the master from the point it de-asserts
request ready time MCT_MASTER_REQ |the SPI_NSS after completion of a link layer frame
transfer to the time it accepts a slave MAC access
request.

NOTE: T4 Inactivity time is not a MAC Timing. It is defined in clause 7.8.2.1.

7.22.2 T1 = Slave Ready Time

T1listhe MAC phase time required by the dave to get configured and enabled at the end of the MAC phase, ready for
the data transfer phase start (i.e. when the SPI_CLK can be started by master).

T1 isdefined as the maximum time the slave needs to become ready for a data transfer. The Slave requires the SPI
master to alow at least atime T1 from the leading edge of the SPI_NSS or SPI_INT assertion by either master or slave
to the data transfer phase start.

T1 becomes a minimum time value requirement from the master perspective. The SPI master starts the data transfer
phase at the time Ts after the end of T1 by asserting SPI_NSS, if not already asserted depending on the prior MAC
phase, followed by the SPI_CLK start.

T1isdave implementation dependant.

T1isdetermined by the slave and includes T2 and any slave-specific internal latencies. Slave shall provide a T1 value
that covers the worst—case time it needs between the moment of sampling SPI_NSS to the time when slave becomes
ready for the data transfer.

Master shall allow at least the time T1 requested by the slave between the start of the MAC phase initiated by either
master or slave and the point in time when the data transfer phase starts. Master may use a Ts delay in addition to T1.
The delay Tsshall be lower than T7 if T7 is provided. Ts may vary from one MAC phase to another.

7.2.2.3 T2 = Slave Request Time
T2 isthe duration of an SPI_NSS or SPI_INT pulse generated by the slave for a MAC access request.

Theminimum valueof T2is1pus.
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In order to sense the interrupts originating either from slave SPI_NSS or SPI_INT assertion, the master shall be
configured for edge-triggered interrupts.

NOTE: Theleading edges of the MAC access request signals of the slave should assert the internal interrupt of
the master.

7224 T3 = Slave resume time from power saving mode

T3 isthe slave resume time from the power saving mode. It is slave implementation dependant. Slave reports at
initialization in MCT_READY the minimum value of T3 required for the slave to become ready for the SPI access.
Whenever master needs to resume the slave from power saving mode it should use at least the time T3 during the MAC
phase instead of thetime T1.

7.2.25 T5 = Master Ready Time

T5isthe MAC phase time after T1, required by the SPI master to get configured and enabled at the end of the MAC
phase, ready to start the data transfer phase (i.e. when the SPI_CLK can be started by the SPI master). TS5 isthe
minimum value possible for Tsthat the SPI master can enforce.

T5 is determined by the SPI master and includes any SPI master-specific internal latencies. When the SPI master is not
able to enforce avalue for SPI master ready time (i.e. T5), the SPI master shall send 'FFFFFF as T5 in MCT_DATA.
T5 with avalue different to 'FFFFFF' indicates the worst—case time needed by the SPI master starting after the end of
T1 to the time when the SPI master becomes ready for the data transfer and starts SPI_CLK.

T5 shall not include the SPI master resume time when resuming from power saving mode. If T5 was provided by the
SPI master and T7 not provided by the slave or the slave sent 'FFFFFF for T7, the SPI master should start a SPI access
no later than T1+T5.

NOTE: To alow adave to acknowledge an SHDLC frame in due time, it is recommended for the SPI master and
for the SPI dave supporting SHDL C-based flow control to have T1+T5 set to atime shorter thanthe T1
defined in clause 10.6.1 of ETSI TS 102 613 [2] (e.g. 2,5 ms for awindows size of 2).

7.2.2.6 T6 = Master Resume Time from power saving mode

T6 isthe SPI master resume time from a power saving mode, required by the SPI master to get configured and enabled
at the end of the MAC phase, ready to start the data transfer phase (i.e. when the SPI_CLK can be started by the SPI
master).

T6 isdefined from the leading edge of the SPI_NSS or SPI_INT assertion by the slave to the data transfer phase start.
T6 is SPI master implementation dependant.

T6 isdetermined by the SPI master and includes T2 and any SPI master-specific internal latencies. When the SPI

master is not able to enforce a value for SPI master resume time from power saving mode (i.e. T6), the SPI master shall
send 'FFFFFF as T6 in MCT_DATA. T6 with avalue different to 'FFFFFF' indicates the worst—case time needed by the
SPI master from the start of the resume to the time when the SPI master is fully resumed from power saving mode,
becomes ready for the data transfer and starts SPI_CLK.

7.2.2.7 T7 = Maximum delay time

T7 isthe maximum duration requested by the slave for the SPI master to start the data transfer phase after the end of T1.
T7 isthe maximum Ts value requested by the SPI dave.

The SPI master shall initiate a data transfer beforethe T1+T7, if the slave sends a T7 value different from 'FFFFFF'.

The dave shall request atime period T7 at least equal to the length of T5, or reply with the value 'FFFFFF for the T7
parameter in MCT_DATA. The value 'FFFFFF' for T7 indicates that the dlave does not request a maximum delay time.
If the SPI master does not receive any T7 value from the slave (i.e. dlave with alower SPI interface version) or if the
dave sent T7 = 'FFFFFF', the SPI master should start the SPI access not later than T1+T5.

The slave shall not request atime T7 if either the slave did not receive a T5 time val ue from the SPI master, i.e. the SPI
master has sent 'FFFFFF for T5 or if the SPI master did not sent any T5 value (e.g. SPI master with alower SPI
interface version).
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NOTE: If T6>T1+T7, adavethat requestsatime T1+T7 lower than avalid T6 or that requestsatime T1+T7
when T6 is not supported by the SPI master (i.e. the SPI master sent T6 with 'FFFFFF) will prevent the
SPI master to enter power saving mode. In such cases, it is recommended for the slave to inform the SPI
master as soon as it does not require or expect any further activities as described in clause 7.8.2.1, to
allow the SPI master to enter power saving mode.

7.2.2.8 T8 = Master MAC access request ready time

T8 isthe maximum time required by the master from the point it de-asserts the SPI_NSS after completion of alink layer
frame transfer to the time it accepts a dave MAC access request.

T8 isreported by the master within the MCT_DATA, as shown in table 7.5. The master should use the minimum
possible value for T8 for optimal performance.

Beforeinitiating the MAC access request, the slave shall wait for atime = T8 from the completion of the prior SPI
accessi.e. de-assertion of the SPI_NSS by the master or by the slave in case of dave-driven flow control.

If the master needs this time before a MAC access request (e.g. to reconfigure the SPI_NSS as input for 4 signals
interface or to enable the SPI_INT interrupt for 5 signals interface), the master provides T8. If T8 is provided

(i.e. T8 > 0) the dave shall wait at least for that T8 time before issuing the MAC access request. For the 5 signals
interface, T8 isillustrated in figure 7.2 in clause 7.2.3.2, for the 4 signalsinterface, T8 isillustrated in figure 7.5in
clause 7.2.4.3.

7.2.3 5 signals MAC layer

7.23.1 Initiation of the data transfer from the master

In this case at the start of a MAC phase master asserts the SPI_NSS. Slave may also assert the SPI_INT for making a
MAC access request as described in clause 7.2.3.3.

Figure 7.1 illustrates the initiation of the data transfer by the master.

v Ts
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T7
] >

-
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- >

SPI_NSS

SPLINT

Figure 7.1: Initiation of the data transfer from the Master

The master shall run the following procedure:
1) Master asserts SPI_NSS then goes to the step 2.
2) Master waits at least for T1 seconds, but lower than T1+T7 if T7 is provided, then goes to the step 3.
3) Master startsthe bidirectional datatransfer by toggling the SPI_CLK signal.
4) Master de-asserts SPI_NSS after datatransfer completioni.e. SPI_CLK stopped.
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7.2.3.2 Initiation of the data transfer from the slave

Figure 7.2 illustrates the initiation by the slave of aMAC access request for a data transfer to be performed by the
master.
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Figure 7.2: Initiation of the data transfer from the slave

The slave runs the following procedure:

1) Incasethe master reported T8 > 0, the slave shall wait for atime> T8 from the de-assertion of the SPI_NSS at
completion of the previous SPI access and then check the SPI_NSS status. If the slave determines that the
SPI_NSSsignal is de-asserted (i.e. at the high level state) by reading SPI_NSS_SI then the slave goesto the
step 2.

2) Thedaveasserts SPI_INT by generating an SPI_INT pulse with a minimum width of T2 seconds then goesto
the step 3.

3) Depending on itsimplementation, the slave configures its SPI module. The slave waits for data transfer from
the master.

4) Asaconsequence of SPI_INT assertion by the slave at step 2, the master starts data transfer at atime greater
than T1, but lower than T1+T7 if T7 is provided, following the leading edge of SPI_INT, by asserting
SPI_NSS and then starts SPI_CLK. At datatransfer completion, the master enters step 5.

5)  After datatransfer completion and SPI_CLK stop, the master de-asserts SPI_NSS.

7.2.3.3 Simultaneous initiation of a data transfer from both master and slave

Figure 7.3 illustrates a simultaneous initiation from the master and the slave.
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Figure 7.3: Simultaneous initiation of the data transfer from both master and slave

Both endpoints request a data transfer and run simultaneously their respective procedures. From the master perspective
the resulting procedure is equivalent to the initiation from the master.

The slave makes a MAC access request by asserting SPI_INT according to the procedure described in clause 7.2.3.2
and waits for the master to generate the access for data transfer.

Thetime T1 - T2 shall be long enough for the dave to prepare the SPI module for the data transfer.

NOTE: Itisrecommended for the slave to report a T1 time assuming that the SPI master may not add the delay
timeTs.

7.23.4 MAC activation

The MAC activation procedure at power on shall be the following:
. Master shall set the SPI_NSS output to the de-asserted state.
. The master shall drive the VDD power line on.

When the power supply of the dlave needs to be toggled independently from the power of other devices sharing the SPI
bus and while VDD is off or not valid, the slave shall keep SPI_NSS, SPI_CLK, SPI_MOSI and SPI_MISO lines as
inputs or in high impedance.
7.2.35 MAC deactivation
The MAC deactivation procedure for power off shall be the following:

. Master shall set the SPI_NSS output to the de-asserted state.

e  Themaster shall drive the VDD power line off.
7.2.4 4 signals MAC layer

7.2.4.1 Introduction

Asadave SPIl module is normally always ready for an access from the master when selected by SPI_NSS assertion, the
dlave configuresits SPI module in disabled state before asserting SPI_NSS for a MAC access request. Thisis necessary
in order to avoid self-selection e.g. driving MISO in contention with M1SO signals of other slaves potentially selected at
the same time on the same bus.
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7.2.4.2 Initiation of the data transfer from the master

Figure 7.4 illustrates the initiation of the data transfer by the master.
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Figure 7.4: Initiation of the data transfer from the master

The Master shall perform the following procedure:

1) The master checks the state of the SPI_NSS signal (by reading SS_MI) and if it is de-asserted (i.e. at the high
state) the master goesto the step 2 otherwise loops on the step 1.

2) Themaster asserts SS MO (to drive SPI_NSS signal to the asserted state) then goesto the step 3.
3) The master waits for at least for T1 seconds, but lower than T1+T7 if T7 is provided, then goes to the step 4.
4)  The master starts the bidirectional data transfer by toggling the SPI_CLK signal.

5)  After datatransfer completioni.e. SPI_CLK stop, the master de-asserts SPI_NSS.

7.2.4.3 Initiation of the data transfer from the slave

Figure 7.5 illustrates the initiation of the data transfer from the slave.
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Figure 7.5: Slave initiates a MAC access request
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The slave runs the following procedure:

1) Incasethe master reported T8 > 0, the dave shall wait for atime> T8 from the de-assertion of the SPI_NSS at
completion of the previous SPI access and then check the SPI_NSS status. If the SPI_NSS signal is found de-
asserted i.e. at the high level state by reading SS_SI then the slave goesto the step 2.

2) Thedavedisablesits SPI module then goesto the step 3.

3) ThedaveassertsSS SO to drive SPI_NSSto the asserted state (i.e. low level) for at least T2 seconds then
goes to step 4.

4) Thedaveenablesits SPI module and waits for the master to initiate the data transfer.

5) TheSS MI signal generates an internal interrupt for the master, triggered on SPI_NSS falling edge. This
interrupt initiates a data transfer procedure: the master asserts SS_ MO after at least T1, but lower than T1+T7
if T7 isprovided, following the SPI_NSS assertion by the slave for the MAC access request.

6) SPI_CLK sarts after the SPI_NSS assertion by the master in the previous step, data transfer is performed.

7)  After datatransfer completioni.e. SPI_CLK stop, the master de-asserts SPI_NSS.

7.24.4 Simultaneous initiation of the data transfer from both master and slave

Figure 7.6 illustrates a simultaneous initiation from the master and the dave.
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Figure 7.6: Simultaneous initiation of the data transfer from both master and slave

Both endpoints initiate a MAC phase for data transfers and run simultaneously their respective procedures. From a
master perspective the resulting procedure is equivalent to the initiation from the master. The dave initiatesaMAC
access request and waits for the access start from the master as per the timings defined.

ThetimeT1 - T2 shal be long enough for the slave to enable the SPI module.

NOTE: Itisrecommended for the slave to report a T1 time assuming that the SPI master may not add the delay
timeTs.
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7.2.4.5 Slave-driven Flow Control

In certain use-cases and depending on the SPI module design, a lave may assert SPI_NSS (viaits SS_SO) during a data
transfer in progress for flow control e.g. when the slave needs to delay a subsequent master access as the dave estimates
it may not be ready to receive or transmit data. It is assumed that the slave has already prepared data to be sent (if
available) for the current data transfer before the data transfer started. Such an assertion of SS_SO while the master
accessisin progressisnot aslave MAC access request and a slave shall not start to send a new frame in the middle of
the current access, as a new frame shall be aways aligned with the start of an SPI access.

Aslong asthe SPI_NSS signal is asserted and even if the data transfer is completed, the master shall not run the MAC
initiation by the master procedure as defined in clause 7.2.4.2.

Slave may assert SS_SO for flow control at any time between the start of the data transfer and SPI_NSS de-assertion by
master at end of the data transfer.

NOTE: Detection by the dave of adata transfer for initiating flow control could be performed either by sensing
the assertion of the SPI_NSS by master or by detection of the first bytes transferred.

If the SPI busis shared among multiple slaves and the slave performing flow control hasits SPI module enabled during
thistime, the master shall not initiate a data transfer to any other slaves on the shared SPI bus as long as the slave keeps
the SPI_NSS asserted. The slave informs the master about the applicability of this requirement in bit 4 of the slave
capabilitiesin MCT_DATA, asshown in table 7.9.

The slave should not use that mechanism longer than 500 ps; after that duration, the master may use its own recovery
mechanisms.

Figure 7.7 illustrates the waveforms for this procedure.

v

Figure 7.7: Slave activates hardware flow control by assertion of SS_SO

7.24.6 MAC activation

The MAC activation procedure at power on shall be the following:
e TheSS MO shdl be de-asserted (i.e. at low level) setting the SPI_NSS output to high impedance.
. The master shall drive the VDD power line on.

When the power supply of the dlave needs to be toggled independently from the power of the other devices sharing the
same SPI bus and while VDD is off or not valid, the slave shall keep SS_SO de-asserted and SPI_CLK, SPI_MOS| and
SPI_MISO asinputs or in high impedance.
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7.2.4.7 MAC deactivation
The MAC deactivation procedure for power off shall be the following:
. The SS_MO shall be de-asserted (i.e. at low level) setting the SPI_NSS output to high impedance.

e  The master shall drive the VDD power line off.

7.3 Link Layer Frame

7.3.1 Overview

Master and slave exchange frames. The format of the frames generated by master and slave is determined by the link
layer and it is shown in figure 7.8.

SPI access length =< MTU

Bt
Y

Link Layer Frame

A
Y

- header : LPDU t trailer

A
Y
FS
Y
A
Yy

' ' " NSD )
[ LL:n[;t; 8bit LPDU bytes I CRC1616mI (as applicable) ]

Figure 7.8: Link Layer Frame structure

All bytes shall be transmitted with Most Significant Bit first (MSB first). All frames are transferred with the bytesin the
order shown in figure 7.8, starting with the LPDU Length. The LPDU field is transferred starting with the LLC Control
byte followed by the data generated by the upper OSl layer.

The link layer frame shall contain the following fields:
. LPDU length: length of the LPDU, 1 byte.
. LPDU (Link Protocol Data Unit): LPDU includes the LLC control byte as defined in clause 7.4.

. CRC informs about the integrity of the whole framei.e. Length and LPDU. Detection of errorsin aframe shall
be based on the 16-bit frame checking sequence as given in ISO/IEC 13239 [3]. The CRC polynomial is:
X1+ X122+ X5+ 1. Itsinitial valueis'FFFF.

Link Layer Frames are exchanged between SPI master and slave during SPI accesses. The SPI master determines the
number of bytes exchanged in an SPI access. The maximum length of an SPI accessisMTU.

Link Layer frames (including header, LPDU and trailer) shall always be prepared with length less than or equal to
MTU.

MTU values are negotiated at SPI interface initialization as described in clause 7.6. The resultant MTU shall be the
smallest MTU value between the MTU of the master and the MTU of the slave. The MTU shall be the same
irrespective of the transfer direction.

Non-Significant Data (NSD) may be appended at the end of a master or slave link layer frame until the end of the SPI
access according to the rules described below, considering LPDU Length + 3 + NSD length< MTU.

NSD bytes may have any values; in some particular implementations, the master and/or a slave may send a constant
value of ‘00" or 'FF' instead of random val ues.

Master frames, slave frames or remaining bytes of a slave frame (i.e. in a second SPI access for retrieving aslave
frame) shall always start aligned on the first bytes transmitted on SPI_MOSI and SPI_MISO at SPI_CLK start.

The LPDU Length value shall be compliant with the valuesindicated in table 7.2.
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Table 7.2

LPDU Length LPDU
‘00’ Indicates that no frame is transferred (there is no LPDU)
'01'to '1D’ With MTU = 32
'01' to '3D’ With MTU = 64
'01'to '7D’ With MTU =128
'01' to 'FD' With MTU = 256
'FE' RFU
'FF' Indicates that no frame is transferred (not a valid LPDU length)

7.3.2 Frame generation and transfer rules

7.3.2.1 Overview

The SPI master initiates an SPI access either to send aframe, retrieve aframe from the slave after aMAC access
reguest or both. Depending on the master and the slave specific implementations (as described in the following clauses),
the SPI master retrieves the dlave frames over one or two SPI accesses.

7.3.2.2 Generally applicable rules

If the SPI master has a frame to send, the SPI master shall send that frame in asingle SPI access. The SPI master may
initiate a SPI access with alength higher than the length of the frame to send.

In case the SPI accessislonger than the length of the frame being sent, SPI master and/or dave shall add
Non-Significant Data (NSD) bytes following the CRC until the end of the SPI access.

The SPI master may apply one of the two methods below for retrieving a slave frame, according to the information
provided by the slave in bit 5 of the MCT_DATA field byte O (see table 7.9):

. If the slave sets this bit to 0, the SPI master shall retrieve the slave frames within a single SPI access.
° If the Slave setsthis bit to 1, the ave also allows the SPI master to retrieve its frames over two SPI accesses.

The length byte of any frame shall always be the first byte sent in an SPI access, i.e. a new frame shall not be started in
the same SPI access. According to table 7.2, when there is no frame to transfer, the transmitter (i.e. the SPI master or
the slave) shall set the first byte of the SPI accessto ‘00" or 'FF to indicate that it does not send any frame; this applies
aswell for the first MOSI byte of the second SPI access when a dave frame is retrieved over two SPI accesses.

In both cases above, regardlessif it has a frame to transfer, the SPI master may generate the first SPI access of
maximum length, i.e. MTU, in order to transfer the complete dlave frame.

7.3.2.3 Slave frame retrieval in one SPI access

If the slave setsthe bit 5to 0 inthe MCT_DATA field byte 0 (seetable 7.9), the SPI master shall retrieve the dave
frames within asingle SPI access, i.e. without de-asserting SPI_NSS for the entire dave frame transfer, possibly with a
gap when SPI_CLK is stopped (i.e. SPI_CLK isidle).

If the SPI master has a frame to transfer, it should transfer it prior to stopping the SPI_CLK.

The SPI master maintains the SPI_NSS asserted after retrieving one or more bytes of the dlave frame, may stop the
SPI_CLK while processing the dave frame length information acquired and then re-starts the SPI_CLK for retrieving
any remaining bytes. The slave frame isretrieved in asingle SPI access with a pause in SPI_CLK. The SPlI master may
pause the SPI_CLK anywhere during the SPI access while maintaining the SPI_NSS asserted. After processing the
dave frame length information, if the SPI master finds out that the complete slave frame was transferred or there isno
dlave frame, then the SPI master de-asserts SPI_NSS. The maximum number of bytes transferred while retrieving the
dave frameislimited to the maximum frame length, i.e. MTU. The SPI master should insert only one SPI_CLK pause,
if any, during one SPI access.

This approach for retrieving the slave frame in one SPI accessis also allowed for daves which set bit 5to 1 in the
MCT_DATA field byte O (see table 7.9).
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7.3.2.4 Slave frame retrieval in two SPI| accesses

When the dave setsbit 5to 1 in the MCT_DATA field byte O (see table 7.9), the SPI master may use two SPI accesses
to retrieve a slave frame. The SPI master de-asserts the SPI_NSS when the first SPI access is completed and asserts
again the SPI_NSS for the second SPI access for retrieving any remaining bytes of the slave frame. In this case, the SPI
master should not insert gapsin the SPI_CLK during the first or the second access. A slave frame shall be retrieved in at
most two SPI accesses if the number of bytes of the first SPI accessis shorter than the dlave frame. If the SPI master did
not receive the entire slave frame in one SPI access, the master shall initiate a second SPI access with alength equal or
greater than the number of remaining bytes of the frame to be retrieved from the slave. The total number of bytes
transferred on MISO over both SPI accesses shall be less than or equal to the MTU.

In the second SPI access, the slave shall continue to send the same frame from the point where the previous SPI access
stopped. The remaining part of a slave frame retrieved in a second SPI access shall start on the first byte of the second
access with the byte following the last byte retrieved in the prior SPI access.

During the second SPI access for retrieving the remaining bytes of a dave frame, the SPI master shall set the first byte
of the SPI accessto '00' or 'FF' to indicate that it does not send any frame.

To retrieve a dave frame the SPI master may proceed with the following steps:

e  When the SPI master does not have aframe to send and dave initiates aMAC access request asking for data
transfer:

- Step 1: the SPI master may generate an SPI access of minimum 1 byte to retrieve the dlave frame length
information.

- Step 2: if the slave frame has not been entirely received in the first SPI access, the SPI master shall
generate a second SPI access for retrieving the remaining bytes of the slave frame based on the
information on the slave frame length received in the slave frame header during the first SPI access.

. When master has a frame to send:

- Step 1. the SPI master generates an SPI access with the length equal or higher than its frame length. At
the same time, the SPI master may receive on SPI_MISO part of or afull dave frame. When the SPI
access length is greater than the dave frame length, the slave sends NSD bytes at the end of itslink layer
frame, following the CRC bytes.

- Step 2: if the SPI accesslength in step 1 isless than the slave frame length, the SPI master shall generate
a second SPI access for retrieving the remaining bytes of the slave frame based on the information on the
dlave frame length received in the dave frame header during the first SPI access.

7.3.3 Data transfer cases

Some of the most representative data transfer cases based on the frames generation and transfer rulesin clause 7.3.2 are
described below. Any frame sent by the SPI master or the slave shall be preceded by a MAC phase issued respectively
by the SPI master or the slave. When two SPI accesses are required for transferring a dave frame, the SPl master shall
generate the second SPI access at any time greater than or equal to the tCS valuein clause 6.4.2.

Case 1: the SPI master initiates the MAC phase and then sends a frame. The SPI access length is determined by the
master frame length. No frame is received from the slave.

The slave sends on MISO the first byte set to ‘00" or 'FF' and the following bytes are NSD.

SPI_MOSI MAC LEN LPDU CRC
SPI_MISO | NOMAC | oorFe NSD

SPlaccess Length =< MTU

ETSI



Release 17 28 ETSI TS 103 713 V17.1.0 (2023-02)

Case 2: the dave initiates a slave MAC access request to transfer aframe, while the SPI master has no frame to send.

Case 2.1: thedave setsthe bit 5to 1 inthe MCT_DATA field byte O (see table 7.9), the SPI master performs two SPI
accesses for retrieving the slave frame. The SPI master may perform afirst SPI access with the length e.g. equal to 4,
i.e. the minimum frame length, or based on a best estimate, to retrieve the slave frame length. The SPI master then
performs a second SPI access to retrieve the remaining bytes of the slave frame considering the length information from
the first SPI access. The total number of bytes transferred on MISO over both SPI accesses is less than or equal to the
MTU. For each SPI access, the SPI master setsthe first byte it sends on MOSI to '00' or 'FF followed by NSD bytes up
to the end of the access to indicate it sends no frame.

In the following figure, the dave frame is retrieved over two SPI accesses.

SPI MOSI | NoMAC | ‘oo/FF NSD - -
SPI MISO MAC LEN LPDU LPDU CRC
< SPlaccess 1 SPlaccess 2———>

Total bytes transferred on MISO =< MTU

Case 2.2: the SPI master retrieves the dave frame in asingle SPI access as requested by the slave with the bit 5 set to 0
inthe MCT_DATA field byte 0 (see table 7.9). In this case, the SPI master may start with transferring at least one byte
or up to MTU bytesto retrieve at least the frame length information or the complete slave frame. The SPI master sets
thefirst MOSI byte to '00' or 'FF', indicating that it does not send any frame. Following a gap with SPI_CLK stopped
and SPI_NSS maintained asserted, the SPI master re-starts SPI_CLK for retrieving any remaining bytes of the slave
frame. The SPI master sends NSD bytes for the remaining bytes of the SPI access.

In the following figure, the dlave frameisretrieved in asingle access. SPI_NSS is maintained asserted from the first
byte of the dlave frame and until the last byte of the slave frame is transferred.

SPI_MOQOSI | NO MAC o0’ NSD
SPI_MISO MAC LEN LPDU CRC
<partl— part 2

<—O0ne SPI access: total bytes transferred on MISO =< MTU—>

Case 3: both the SPI master and the slave have frames to transfer and MAC phase isinitiated by both simultaneously.

Case 3.1: thedave setsthe bit 5to 1 inthe MCT_DATA field byte O (see table 7.9). In this example, the SPI master
generates an SPI access with the length determined by its frame length and the length of the slave frame islonger than
the length of the master frame. The SPI master finds out that only a part of the dave frame was received and generates a
second SPI access to retrieve the remaining bytes of the slave frame. The SPI master sets the first byte of the second
accessto '00' or 'FF', followed by NSD bytes up to the end of the access.

In the following figure, the dave frame is retrieved over 2 SPI accesses.

SPI_MOSI MAC LEN | LPDU | CRC 00/FF -
SPl MISO MAC LEN LPDU LPDU CRC
<SPl access 1 SPlaccess 2————

«——Total bytes transferred on MISO =< MTU

Case 3.2: thedave setshit 5to 0 inthe MCT_DATA field byte O (see table 7.9). The SPI master may start the access
transferring at least one byte, for retrieving the slave frame length. Thisis followed by a gap with SPI_CLK stopped for
evauating the slave frame length information. The SPI_CLK isthen re-started for retrieving the remaining bytes of the
dlave frame. In this example, the slave frame is longer than the master frame and the SPI master adds NSD bytes after
the end of its frame up to the end of the SPI access.
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In the following figure, the slave frameisretrieved in asingle access. The SPI_NSS is maintained asserted from the
first byte of the slave frame and until the last byte of the slave frame istransferred.

SPI MOSI NO MAC LEN LPDU CRC NSD
SPI_MISO MAC LEN LPDU CRC
<part 1> part 2

<—O0ne SPI access: total bytes transferred on MISO =< MTU—>

In the following figure, the slave frameisretrieved in asingle access. The SPI_NSS is maintained asserted from the
first byte of the slave frame and until the last byte of the slave frame is transferred.

SPI MOSI MAC LEN LPDU CRC NSD
SPI MISO MAC LEN LPDU LPDU CRC
part1 part 2

<——0ne SPI accesss: total bytes transferred on MISO =< MTU——

Case 3.3: the SPI master may generate an SPI access with the length equal to its frame length up to MTU to receive any
dlave frame occurring at the same time within a single access. In this case, the slave frame is shorter than the master
frame and the slave adds NSD bytes after the end of its frame, up to the SPI access end. If the length of the SPI accessis
longer than the length of the master frame, e.g. equal to MTU, both the SPI master and the slave append NSD bytes
after the end of their frames, up to access completion.

SPI_MOSI MAC LEN LPDU CRC | NSD
SPI_MISO MAC LEN LPDU CRC NSD

SPl access length = MTU

The green boxes in the figures above indicate the initiator(s) of the MAC phase.

7.4 LLC layers

Three Logical Link Control (LLC) layers are defined in the present document:

e  SHDLC: thisisthegeneric LLC. SHDLC isdefined in ETSI TS 102 613 [2], clause 10. Support of thisLLC is
mandatory for the master and the dave.

. CLT: thisLLC isused for some proprietary protocol handling. CLT mode isdefined in ETSI TS 102 613 [2],
clause 11. Support of thisLLC isoptional for the master and the slave.

. MCT: this LLC consists of frames used during interface activation. Support of this LLC is mandatory for the
master and the slave.

The control field is the first byte of the LPDU. Definition for the different LLC layers can be found in table 7.3.

Table 7.3: LLC control field coding

Frame types Bit field
8 7 6 5 | 4 |3 [2 |1
RFU 0 0 0 All settings
MCT 0 0 1 MCT type
ACT (not used) 0 1 1
CLT 0 1 0 CLT CMD
SHDLC 1 All settings
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The LPDUs shall be structured according to figures 7.9, 7.10 or 7.11, depending on the frame type.

LLC CONTROL FIELD MCT_DATA bytes
Y N
0 1 MCT TYPE MCT PAYLOAD
N Y,
MCT LPDU

Figure 7.9: LPDU structure of the LLC layer of type MCT

LLC CONTROL FIELD MAX 29 BYTES

>
- > <

Y )

0 CLT CMD CLT PAYLOAD

N )

CLTLPDU

Figure 7.10: LPDU structure of the LLC layer of type CLT

LLC CONTROL FIELD MAX MTU-1 BYTES
Y N
SHDLC
1 CONTROL PACKET
FIELD
\ )
SHDLC LPDU

Figure 7.11: LPDU structure of the LLC layer of type SHDLC

7.5 Interworking of the LLC layers

After MAC activation, the SHDL C link shall not be established and no CLT session shall be open. Only the MCT LLC
shall be used by the master and by the slave for the SPI interface initiaization.

The master shall take the following action after a successful MCT LLC phase:

. If the master has data to be sent to the slave (e.g. due to a contactless transaction) that requires the use of the
CLT LLC, it shal initiateaCLT LLC session.

. Otherwiseit shall start the establishment of an SHDLC link as soon as possible.

After the dave and the master have established the SHDLC link or opened the CLT session, the slave and the master
shall not send MCT LLC frames; received MCT LLC frames shall be ignored.

To enter the SHDLC LLC for thefirst time after MCT LLC, the link establishment procedure as described in
clause 7.7.1 shall apply.
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Once the SHDLC link is established, a CLT session shall not invalidate the SHDL C context and the endpoint
capabilities negotiated during the SHDL C link establishment.

Toenter the CLT LLC from MCT LLC or SHDLC LLC, the CLT session shall be opened as described in clause 11.6 of
ETSI TS 102 613 [2]. The master shall open a CLT session only when all SHDL C I-Frames are acknowledged.
SHDLC LLC framesreceived by the slave or by the master during a CLT session close the CLT session.

In case the dave or the master receives a corrupted frame, then the receiving entity shall use the error recovery
procedure defined for the LLC of the last correctly received frame. Immediately after MAC activation, the error
handling of the MCT LLC shall apply.

LPDU may be the SCL packet asdefined in ETS| TS 103 666-1 [1], clause 8.3.2.

7.6 MCT LLC definition

7.6.1 MCT LPDU structure

The MCT LPDU shall be structured according to figure 7.12.

MCT LLC CONTROL FIELD MCT PAYLOAD
4 Y N
MCT_
0 1 CTRL MCT_DATA
A\ N J
MCT TYPE
MCT LPDU

Figure 7.12: MCT LPDU structure
The meaning of MCT_CTRL and MCT_DATA isgivenintable 7.4.

Table 7.4. Meaning of MCT_CTRL and MCT_DATA

MCT_CTRL Meaning MCT_DATA
MCT_READY
00000 Sent from Slave to Master See table 7.5
MCT_MASTER_REQ
00010 Sent from Master to Slave See table 7.7
All other values (see note) |RFU

NOTE:  All other values are reserved for future use. These values shall not be set by the
transmitting entity and shall be ignored by the receiving entity.

The MCT LPDU length shall be lower than or equal to 29 bytes.

NOTE: 29 bytesisequal to the smallest MTU size (32 bytes) minus the overhead of the link layer frame as
described in clause 7.3.1.

7.6.2 MCT_DATA from master

Tables 7.5, 7.6 and 7.7 define the capabilities of the master.
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Table 7.5: Master-specific MCT_DATA field
Byte Info/parameter Meaning
0 Spec_Ver Specification version to which master is compliant. Defined in table 7.6.
1 Capabilities Defined in table 7.7.
2,3 T4 Inactivity period for power saving mode (ms) according to clause 7.8.2.1.
4,5, 6 T5 Master Ready Time (us) according to clause 7.2.2.5
789 T6 Master Resume Time from power saving mode (us) according to
e clause 7.2.2.6
10. 11 T8 Time (us) required by the master, from _the end of the SPI access to the start
' of a slave MAC access request, according to clause 7.2.2.8.
NOTE:  All additional bytes (12 to 28) are reserved for future extensions of the protocol. They should not
be sent by the master and shall be ignored by the slave.

Table 7.6: Specification version

Bit field Value Meaning
8to 4 00001 Major version of the SPI interface
3tol 001 Minor version of the SPI interface

Table 7.7: Master capabilities indication in MCT_DATA field

Bit field Value Meaning
8106 000 RFU (see note)
54 11 Full Power Mode 3 supported
10 Full Power Mode 2 supported
01 Full Power Mode 1 e.g. 10 mA supported
00 Low Power Mode e.g. 5 mA supported
11 MTU 256 bytes
32 10 MTU 128 bytes
’ 01 MTU 64 bytes
00 MTU 32 bytes
1 1 RFU
0 Flow control SHDLC-based (default)
NOTE: These bits shall not be set by the master and shall be ignored by
the slave.

After the SPI activation as defined in clause 7.2.3.4 or in clause 7.2.4.6, the master shall send the
MCT_MASTER_REQ frame and the slave shall respond with the MCT_READY frame.

The MCT phase shall be performed with default SPI_CLK =1 MHz and T1 > 255 ps.

The MTU negotiation between the master and slave shall be between the MTU sent by the master in the
MCT_MASTER_REQ frame and the MTU sent by the slave in the MCT_READY . The lower of the MTU values will
be used by both master and slave for al frames.

Master shall indicatein MCT_MASTER_REQ its highest power source capability (i.e. Low Power, Full Power Mode 1,
Full Power Mode 2 or Full Power Maode 3) available for the respective slave. The power levels are defined asincreasing
respectively for Low Power Mode, Full Power Mode 1, Full Power Mode 2, Full Power Mode 3.

A slave able to limit its maximum current according to the received master power capabilities shall:

. support Low Power Mode;

. support Full Power Mode 1 if the dave requires a maximum current corresponding to Full Power Mode 1 or a
higher current;

e  startin Low Power Mode following VDD ON and may switch to a Full Power Mode, depending on the power
mode capabilities received from the master in MCT_MASTER_REQ.
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Low Power, Full Power Mode 1, Full Power Mode 2 and Full Power Mode 3 current values are out of scope of the
present document. These power modes are described for general reference for the master and the slave when applicable
and are not mandatory. The master and the slave may agree at the system design time on the implementation specific
power reguirements, on the power modes to be supported and specific current levels may be defined for the power
modes. In a particular case the master includes in its power budget the maximum current required by the slave and in
this case the slave may ignore the power modes information sent by master in MCT_DATA.

7.6.3 MCT_DATA from slave

Tables 7.8.and 7.9 define the capabilities of the slave.

Table 7.8: Slave-specific MCT_DATA field

Byte Info/parameter Meaning
0 Spec_Ver Specification version to which slave is compliant. Defined in table 7.6.
1 Capabilities Defined in table 7.9.
2 SPI_CLK Max SPI_CLK value supported by SPI slave (MHz).
3 T1 Slave MAC Ready Time (us).
4 T3 Slave resume time from power saving mode (ps) (see note 1).
5,6 T4 Slave supported Inactivity period for entering power saving mode T4 (ms) according to
clause 7.8.2.1.
7 POT Power-ON Time: time after slave VDD valid when master can send
MCT_MASTER_REQ (ms) (see note 2).
8,9, 10 T7 Maximum delay time, after Slave MAC Ready Time for the data transfer start (us)
according to clause 7.2.2.7.
NOTE 1: In case a slave may "self-resume" (e.g. due to activities on another interface) and it has T3 < T1 slave shall

report T1 value for T3.

NOTE 2: This value should be used by master at next power on. The initial value used by the master should be 1 s.
NOTE 3: All additional bytes (11 to 28) are reserved for future extensions of the protocol. They should not be sent by
the slave and shall be ignored by the master.
Table 7.9: Slave capabilities indication in MCT_DATA field byte O
Bit field Value Meaning
8106 0000 RFU (see note 1)
1 The master may perform two SPI accesses to retrieve a slave
5 frame (see clause 7.3.2.4)
0 The master shall perform a single SPI access for retrieving a
slave frame (see clause 7.3.2.3)
4 1 Slave-driven flow control with SPI module enabled (see note 2)
0 No slave-driven flow control master restrictions
11 MTU 256 bytes
32 10 MTU 128 bytes
' 01 MTU 64 bytes
00 MTU 32 bytes
1 1 RFU
0 SHDLC-based flow control (default)
NOTE 1: These bits shall not be set by the slave and shall be ignored by the master.
NOTE 2: The master shall postpone any transfers to other slaves on the shared bus as long
as the slave is performing slave-driven flow control.
7.6.4 MCT activation procedure

Slave start-up time following power-on is defined as POT and has an initial value of 1 sfor the first power on, when the
davereported MCT_READY parameters are not yet available. After POT time (from the time VDD isvalid after
power-on) slave shall be ready to receive the MCT_MASTER_REQ from master. Shorter POT values may be reported
by davein MCT_READY . Master shall use the POT value reported by slave or a higher value in subsequent power-up
sequences.

ETSI



Release 17 34 ETSI TS 103 713 V17.1.0 (2023-02)

Master shall wait for MCT_READY from dave after sending MCT_MASTER_REQ. In case slave did not send
MCT_READY response (no MAC access request) within MCT_SLAVE_TIMEOUT or if MCT_READY is corrupted,
master shall retry the MCT activation by sending another MCT_MASTER_REQ frame. Master shall retry at least two
timesi.e. shall re-send MCT_MASTER_REQ at least twice without power toggle. Specific recovery procedure further
steps after these retries are implementation specific and out of scope of the present document.

After power-up, if dave gets a corrupted frame or any other frame instead of the MCT_MASTER_REQ, dave shall
discard the data and remain in receive state. If slave receives three corrupted or invalid frames instead of
MCT_MASTER_REQ, slave should enter power saving mode. If the MCT activation has not been successfully
performed or master did not initiate an SPI access within MCT_MASTER_TIMEOUT following power-on or for the
subsequent retriesin case of errors, slave should enter power saving mode.

MCT_MASTER_TIMEOUT is the maximum time within which the master shall send the MCT_MASTER_REQ &fter
power-on or for the retriesin case of errors. The value defined is1 s.

MCT_SLAVE_TIMEOUT isthe maximum time within which the slave shall send the MCT_READY response to
MCT_MASTER_REQ. The default value defined is 200 ms. A slave may send MCT_READY faster according to
certain applications requirements.

7.7 SHDLC LLC definition

7.7.1 SHDLC overview

The provisions of ETSI TS 102 613 [2], clause 10.1 shall apply. The SWP SHDLC layer is replaced by the SPI SHDLC
layer defined in the present document.

The SHDLC layer shall ensure that data passed up to the next layer has been received exactly as transmitted i.e. error
free, without loss and in the correct order. Also, the SHDLC layer manages the flow control, which ensures that datais
transmitted only as fast as the receiver may receive it.

The provisionsof ETSI TS 102 613 [2] clauses from 10.3 to 10.8 shall apply. Additional SHDL C rules are defined
below.

7.7.2 Endpoints

SHDL C communication occurs between two endpoints. Those endpoints may be either the master endpoint or the slave
endpoint. Thereis no priority of traffic.

Master Slave

Endpoint Endpoint
@ SHDLC @

Figure 7.13: Endpoints

In ETSI TS 102 613 [2], clause 10, the term CLF refers to the master endpoint and the term UICC to the slave endpoint.
7.7.3 Flow control

7.7.3.1 Overview

Flow control is performed by a transmitter in order to avoid corruption or loss of data. It consists of methods applied by
the transmitter and receiver in order to send a maximum number of SHDL C frames that can be accepted by the receiver,
after which it shall stop sending data until the receiver sends at least an acknowledgement (e.g. SHDLC I-frame or
SHDLC S-frame) for one of the received SHDL C frames.

7.7.3.2 Flow control based on SHDLC
The method defined in this clause is based on SHDLC flow control, as defined in ETSI TS 102 613 [2].
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In addition to the provisions of clause 7.3.2, the total number of bytes transferred on SPI_MOSI while retrieving a dlave
frame over two SPI accesses shall be less than or equal to the maximum slave frame lengthi.e. MTU.

NOTE: The number of free window size dotsis not to be decremented for the second SPI access for retrieving
the remaining bytes of a dlave frame.

The maximum number of SHDL C frames that can be sent by atransmitter is determined by the negotiated window size.

7.8 Power management

7.8.1 Power saving mode

In order to optimize the power consumption, both the master and the slave may enter into power saving mode. This
clause defines the conditions for the slave to enter into power saving mode and the procedures for the master for
resuming the slave from power saving mode.

The master and the slave shall both resume in the same LL C context following the master or the slave resumption. The
master and the slave may then initiate the switch to a different LL C context according to clause 7.5.

7.8.2 Conditions for entering power saving mode

7.8.2.1 Slave entering power saving mode

The slave shall not enter into power saving mode, if the slave hasissued a MAC access request and is waiting for data
transfer from the master.

The slave may enter into power saving mode in one of the cases below, assuming there is no pending activity:

1) All frames have been transmitted by the slave, acknowledged successfully by the master and the save detects
an inactivity time T4 with no assertion of SPI_NSS by the master. Entering into power saving mode based on
the inactivity period may be disabled by the master thru the inactivity period value negotiated at interface
initialization as described below.

2) Thedaveinformsthat it does not require or expect any further activities e.g. through
EVT_LINK_END_OF OPERATION sent fromits Link Application Gate to the Link Service Gate of the
Network Controller Host, as defined in ETSI TS 103 666-1 [1]. The slave may enter into power saving mode
after it receivesthe SHDLC link layer acknowledgement for EVT_LINK_END_OF OPERATION.

3) Following the power-up or during MCT activation procedure as described in clause 7.6.4, when the slave does
not detect any activity for more than the default inactivity period MCT_MASTER_TIMEOUT.

Theinactivity period T4 is negotiated by the master and the slave at interface initialization as described in clause 7.6.
The master shall provide an inactivity period in MCT_MASTER_REQ and the slave shall send back an MCT_READY
with the same T4 value for acceptance, or a different value if it cannot support the value received from the master. If the
master sends T4="FFFF' in MCT_MASTER_REQ), the slave shall disable the entering power saving mode on detection
of aninactivity period and the slave shall send an MCT_READY with the same T4 value. If the slave sends T4="FFFF'
in MCT_READY it indicates to the master that the slave will not enter into power saving mode based on the detection
of inactivity time, regardless the value sent by the master in the MCT_MASTER_REQ and the master should not
resume the slave on this condition.

A slave which supports a resume time T3 lower than T1 and is either not able to systematically enter into power saving
mode (i.e. it may remain active) or may resume independently of the activity on the SPI interface, shall report in
MCT_READY aT3vaueequal to T1 (or higher).

In power saving mode, the slave shall maintain its SPI interface as for the case when SPI_NSS is de-asserted with the
slave not in power saving mode.
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7.8.2.2 Master entering power saving mode

The master may enter into an implementation-specific power saving mode at any time, without informing the save. The
dlave power source status and capabilities indicated by the master at interface initialization shall not change when the
master enters into power saving mode, isin power saving mode, is resuming from power saving mode or after the
master has resumed. SPI_NSS shall be maintained de-asserted by the master when the master isin power saving mode
and when the master is resuming.

If the slave has requested a valid T7 different from 'FFFFFF and if one of the following conditions is met:

. the dave has requested T1+T7 lower than the SPI master resume time T6 when T6 is different from 'FFFFFF
or

e  the SPI master indicates no support for a maximum resumetimei.e. T6 is 'FFFFFF;

then the SPI master shall only enter into power saving mode after it sends the SHDLC link layer acknowledgement for
EVT_LINK_END_OF _OPERATION sent by the slave.

7.8.3 Resuming from power saving mode

7.8.3.1 Resuming the slave from power saving mode

Resuming the slave from power saving mode shall be performed by the master when any of the conditions above for the
dave to enter into power saving mode has been previously met. The master shall ensure that all signalsit drivesarein
the idle state corresponding to SPI mode O before initiating the resuming of the slave. The leading edge of the SPI_NSS
assertion shall trigger the slave to resume.

The master shall perform the following procedure to resume the slave:

1) Inthecaseof a4 signals SPI interface, the master checks the state of the SPI_NSS signal and if it is
de-asserted, it goesto the step 2, otherwise loops on step 1.
In the case of a5 signals SPI interface, the master starts with step 2.

2) Themaster asserts SPI_NSS and waits for at least T3, then goesto step 3.

3) The master considers the dave as resumed from the power saving mode and starts the data transfer. The slave
shall support the resumption up to the data transfer phase with SPI_NSS continuously asserted by the master
during T3.

7.8.3.2 Resuming the master from power saving mode

If the master has entered into power saving mode, it shall resume when the slave initiates aMAC access request. The
slave initiates the MAC access request with the procedures as described in clause 7, regardless the power management
status of the master. Following aresume by a MAC access request during T2 as described in clause 7.2.2.3, the master
shall start an SPI access after T1 or later. The SPI access shall start not later than T1+T7 if T7 was provided by the
dlave. If T6 was provided by the SPI master and T7 not provided by the dave or if the dave sent ‘FFFFFF for T7, the
SPI master should start the SPI access not |ater than T6. This duration starts from the leading edge of the dave MAC
access request pulse, i.e. clauses 7.2.3.2 and 7.2.4.3 apply.

The leading edge of the MAC access request (SPI_NSSor SPI_INT assertion) should trigger the resuming of the
master.
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Annex A (informative):
Slave SPI interface states electrical description

Al Slave SPI interface for 5 wire interface

A.1.1 Slave SPI 5 wire interface diagram
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Figure A.1: SPI electrical interface with 5 signals
SPI_INT is generated separately from the SPI module which does not include the SPI_INT by default. SPI_INT isan

output of the slave and an input to the master.

A.1.2 Slave SPI 5 wire interface states electrical description

The signals SPI_MISO, SPI_MOSI and SPI_CLK may be shared between multiple slaves. In that case each slave has a
dedicated SPI_NSS. Shared SPI_INT isout of the scope of the present document.

The slave allows SPI shared bus and states according to table A.1.

Table A.1: 5 wire SPI interface states

slave state SPI_INT SPI_NSS SPI_CLK SPI_MISO SPI_MOSI
slave |[master | slave |[master | slave |master | slave |master | slave [ master
initial state HizZ or 1] Il or DA Il or Idle or Hiz Il orIL Il or Idle or
(see note 1) DA Hiz Hiz active (see Hiz active
(see note 2) (see
note 2) note 2)
configured/ HiZ or IL IL DA Il Idle or Hiz IlorlIL Il Idle or
de-selected DA active (see active
(see note 2) (see
note 2) note 2)
configured/selected | HiZor | ILorll IL A IL D D IL IL D
DA
pro-active A IL IL DA 1l Idle or Hiz IloriIL Il Idle or
(see note 3) active (see active
(see note 2) (see
note 2) note 2)
power saving mode | HiZ or IL IL DA Il Idle or Hiz Il orIL Il Idle or
DA active (see active
(see note 2) (see
note 2) note 2)
NOTE 1: State after VDD being valid until the slave internal configuration is completed.
NOTE 2: Master may be on an ongoing communication with another slave.
NOTE 3: Applies only during T2.
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A.2 Slave SPI interface states for 4 wire interface

A.2.1 Slave SPI 4 wire interface diagram
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Figure A.2: SPIl interface with 4 wire

Slave asserts the SPI_NSS signal independently from the SPI module in which the slave select signal is an input.

A.2.2 Slave SPI 4 wire interface states electrical description

Thesignals SPI_MISO, SPI_MOSI and SPI_CLK may be shared between multiple slaves. In that case each slave has a
dedicated SPI_NSS.

Slave allows SPI shared bus and states according to table A.2.
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Table A.2: 4 wire SPI interface states
slave state SPI_NSS SPI_CLK SPI_MISO SPI_MOSI
slave master slave master slave master slave master
initial state Il or Hiz DA Il or Hiz Idle or Hiz IlorIL Il or Hiz Idle or active
(see note 1) active (see note 2) (see note 2)
(see note 2)
configured/ DA, IL DA, IL 1l Idle or HiZz IlorIL 1 Idle or active
de-selected |(see note 3) |(see note 3) active (see note 2) (see note 2)
(see note 2)
configured/ | DA, AorIL A IL D D IL IL D
selected |(see notes 3
and 8)
busy A DA, IL ILorll Idle or D or HiZ IlorIL ILorll Idle or active
(see note 4) (see note 3) |(see note 7) active (see note 7) (see note 7) | (see notes 2
(see notes 2 and 7)
and 7)
pro-active A ILor A Il Idle or Hiz Ilor IL Il Idle or active
(see note 5) (see note 3 active (see note 2) (see note 2)
or 6) (see note 2)
power DA, IL DA, IL 1l Idle or Hiz IlorIL 1l Idle or active
saving (see note 3) |(see note 3) active (see note 2) (see note 2)
mode (see note 2)
NOTE 1: State after VDD being valid until the slave internal configuration is completed.
NOTE 2: Master may be on an ongoing communication with another slave.
NOTE 3: The state is not enforced (SS_MO and SS_SO not asserted), the line is sampled (SS_MI and SS_SI).
NOTE 4: State SPI_NSS is asserted only by slave after data transfer according to clause 7.2.4.5.
NOTE 5: Applies only during the time T2.
NOTE 6: Applies also during simultaneous assertion of SPI_NSS by master and slave for MAC phase.
NOTE 7: According to Busy state description in clause 6.5.1 and slave capabilities information in table 7.9 bit 4.
NOTE 8: Slave may assert its SPI_NSS at the same time with master SPI_NSS to enter into the busy state.
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